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About the ANA

The ANA (Association of National Advertisers)
provides leadership that advances marketing
excellence and shapes the future of the industry.
Founded in 1910, the ANAC
nearly 700 companies with 10,000 brands that
collectively spend over $250 billion in marketing and
advertising. The ANA also includes the Business
Marketing Association (BMA) and the Brand Activation
Association (BAA), which operate as divisions of the
ANA, and the Advertising Educational Foundation,
which is an ANA subsidiary. The ANA advances the
interests of marketers and promotes and protects the

) S

well-being of the marketing community.

About White Ops, Inc.

White Ops is the leading provider of cyber-security
services for the detection and prevention of
sophisticated bot and malware fraud. Unlike traditional
approaches that employ statistical analysis, simple
blacklisting, or static signatures, White Ops effectively
combats criminal activity by actually differentiating
betvedn kokofticsafidingmaniinfefadtiohdvighih online
advertising and publishing, enterprise business
networks, e-commerce transactions, financial
systems, and more, allowing organizations to remove
and prevent fraudulent traffic and activity. By working
with customers to cut off sources of bad Internet
traffic, White Ops makes bot and malware fraud
unprofitable and unsustainable for the cyber-criminals
d an economic strategy that will eventually eradicate
this type of fraud.
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Closing the Profit Windows of Bots

Botnets do not need to go undetected forever to be profitable. The smartest operators

continuously infect new machines and monetize them differently to maximize yield. Even

if a bot operatorod6s programs get detected, the profits
new computers faster than old infections are discover e
window, 06 a period of ti me f r dynmfegtddemnil thabotiosmput er has bee

widely detected that no one will pay for its impressions anymore.

I nfections at the | eading edge of the-CPMofit window,
advertising buys. Because most systems will not determine that the just-infected machines

are now sending non-human traffic, high-CPM direct buys, programmatic private marketplace

deals, and buys on top-tier platforms are all affected. Bots make their way into those deals from

publishers which are buying expensive PPC (pay-per-click) traffic.

Infected machines that have existed for some time d the trailing edge of the profit window &

are easier to catch, and fool fewer parties. Therefore, such bots have fewer buyers and only

affect low-CPM buys. A different tier of publisher pays a lower price-per-click for that traffic,

affecting buysonmid-t i er programmatic platforms and | ower CPM di
and incentive placements.

can go to buy andleng-ail pulilishersxcangnakie money with an audience paid

of purging bots off its platform in a quarter becomes the platform of last resort.

Theplat f orm mi gration of bot populations is not planned
consequence of market forces. The best, most profitable traffic brokers adopt bot-blocking

software to filter out all the bots that get caught, selling only the freshest infections to buyers

paying a premium. Ol der bots get bought by the buyers
To close the profit window and stop funding bot traffic as much as possible, advertisers must

Michael Tiffany

Chief Executive Officer
White Ops Inc.

such as the ANA and TAG.
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Executive Summary

In 2014, White Ops and the Association of National Advertisers (ANA) partnered to release the Bot Baseline
Study, considered by many to be the seminal report on advertising fraud. The 2014 study helped provide the
industry with a better understanding of the impact of fraud on the online advertising ecosystem and provided

a series of action steps to help stakeholders reduce fraud.

In 2015, White Ops and the ANA worked together again to repeat the study, this time with a larger group of
participants: 49 advertisers versus 36 in 2014. These participants deployed White Ops detection tags on
their digital advertising to measure bot fraud, or non-human traffic. Data was collected over 61 days from
August 1 to September 30, 2015 (the same period as 2014). However, unlike 2014, the 2015 study was not
publicly announced in advance. All participants received proprietary information on their buys. The

aggregate data

is reported here.

Million Billion estimated
average lost per global losses.in

Major Findings
BOT PROFITS INCREASED IN 2015

a. Financial Impact Averaged $10 Million per
Participant, with $7.2 Billion Estimated Global
Losses Expected in 2016

The annual financial impact of bot fraud ranged
between $250,000 and $42 million for the 49
participating advertisers and averaged about $10
million per participant. The 2014 Bot Baseline Study
estimated that advertisers would lose approximately
$6.3 billion globally to bots in 2015. With the overall
rate of fraud unchanged in our current study and
estimating a 15 percent increase in global digital
spending in 2016, losses due to bots could be
approximately $7.2 billion globally in 2016.

b. Bots Are Fooling Detection
and Prevention Efforts

participant 2016

c. Bots Prey on Higher-Value Media

Media with higher CPMs (cost per thousand
impressions) was more vulnerable to bots, as these
segments provide a stronger economic incentive for
botnet operators to commit fraud. Display media
with CPMs over $10 had 39 percent higher bots
than lower-CPM media. Video media with CPMs
over $15 had 173 percent higher bots than lower-
CPM media.

d. More Focused Targeting
Results in Increased Fraud

A The high demand/limited supply for targeting certain
high-CPM market segments, such as high-income
demographics or Hispanics, means rewards are
greater for bot operators which can seemingly
supply the needed audience impressions in those
segments.

ABots exploit usersd cooki es AtHRpaRddidRid programméitit MERIA fad 70

in general detection and prevention systems.

A Bots spoofed viewability, showing nearly the
same viewable rates as humans. Bots fooled list-
based prevention technologies in programmatic
buys.

A Desktop bots impersonated mobile devices to

percent greater bots than non-Hispanic.
A Hispanic-targeted direct buys had 20 percent greater
bots than non-Hispanic.

$10 $7.2

/0%

Higher bot rates in
Hispanic-targeted
programmatic media

39%

Higher bot rates
in display media
over $10 CPM
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Bot Rate

BOT FRAUD RATES OVERALL SHOWED NO
CHANGE IN 2015

a. Overall Fraud Levels Ranged from 3
Percent to 37 Percent

In 2015, advertisers had a range of bot percentages
varying from 3 to 37 percent, compared to 2 to 22
percent in 2014. But the overall rate of fraud was
basically unchanged. Only about one third of the
advertisers which participated in both 2014 and
2015 experienced a decrease in their bot rates,
suggesting that advertising fraud needs to continue
to be a focus in 2016.

b. Traffic Sourcing Remains Problematic

Sourcing traffic (any method by which publishers
acquire more visitors through third parties) results in
greater fraud. Sourced traffic had more than three

times the bot percentage than the study average.

COMBINED DEFENSES CAN DEFEAT AD FRAUD

Action Steps to Reduce Fraud

Industry stakeholders can work to reduce ad fraud by
combining the use of anti-fraud technologies with
proactive policies and strategies. No single solution
protects any single stakeholder. Only combined,
unified defenses can effectively thwart the ad fraud
attacks that are coming from all directions.

a. The fASell Si
and Exchanges, Must:

de, 0 I ncl

A Relentlessly monitor inventory for ad fraud. Cut
off sources that supply bots.

A Consistently maintain transparency and allow
buyers to monitor these media investments for

udi

c. Fraud Varies by Buy Type

A Direct buys had lower fraud. Programmatic
buys had greater fraud. The high bot rates in
programmatic video were expected given that
video CPMs are significantly higher than other
types of online media.

A Programmatic display ads had 14 percent more
bots than the study average.

A Programmatic video ads had 73 percent more
bots than the study average.

A Direct video ads, where measurable, were 59
percent less likely to have bots than the study
average.

A Direct display ads were 14 percent less likely to
have bots than the study average.

quality (especially providers of the costliest
BT VIGBE). e

b. To Prevent Ad Fraud, Advertisers
and Their Agencies Must:

A Be aware and involved.

A Understand the programmatic supply chain and
request inventory transparency (especially
programmatic video buys that tend to have
higher CPM and higher fraud levels).

A Request transparency for sourced traffic.

A Include language on non-human traffic in terms
and conditions.

n § Use thigdparty agitoring to gpgufew o r k s

compliance with anti-fraud policies.

A Require media quality measurement vendors
to demonstrate effective anti-fraud technology
and provide measurement transparency.

A Announce your anti-fraud policies to all
external partners.

A Support the Trustworthy Accountability Group.

Figure 1: Bot Percentage for All Participants 2015 (left) and 2014 (right)
General bots are detectable using the industry spiders and bots list, while sophisticated bots require more complex techniques to detect.
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